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Executive Summary

In March 2015, IBM CEO Virginia Rometty told an elite Chinese audience in Beijing that the company
was committed to sharing technology with Chinese firms and helping build the domestic Chinese
information technology (IT) industry. The comments followed nearly two years of IBM’s implementation
of its “Open Power” business strategy in China, which focuses on developing the Chinese IT industry
through the transfer and integration of IBM’s technology and intellectual property. For IBM, the
objectives of Open Power are to foster the adoption of IBM’s own technologies in order to gain market
share, and to transition from a failing business model focused on selling technology products to one
focused on selling services and the technologies themselves.' For China, the objective of this partnership
is to develop an indigenous IT industry no longer dependent upon American products, with their
attendant security concerns.™ IBM expects its Chinese partners to design new versions of IBM products
that support local security requirements, creating a trusted chain of source code and different levels of
encryption.™

Yet IBM’s partners in this strategy are Chinese companies with deep and troubling ties to the Chinese
military, defense industry, and state security apparatus: Beijing Teamsun Technology Co., Ltd., Suzhou
Powercore Technology Co., Ltd., and the Inspur Group." These firms provide a range of technologies
requiring sophisticated chips and software to Chinese military and security customers, including:

e High-performance computing

e Encryption systems

e Ruggedized handheld computers

e Truck-mounted mobile mapping systems

e Cloud computing

e VSAT satellite ground stations

e Military wireless communications, satellite navigation and control equipment
e Electronic countermeasures and radars

Primary responsibility for managing the transfer relationship between IBM and Teamsun rests with Shen
Changxiang, a prominent cyber warfare specialist formerly employed by the People’s Liberation Army
who has regularly spoken out about the dangers posed by reliance on foreign information technology."

Since 2014, IBM has transferred to these Chinese entities the core IP, source code, and usage rights for
the following technologies:

e IBM Power8 Chipsets

e |IBM Informix Database Software"

e IBM WebSphere Application Server Liberty Base Software
e |IBM MQ Middleware Software

IBM has also raised the possibility of helping Chinese clients to develop indigenous encryption for the
company’s powerful z13 mainframe computer, its primary remaining proprietary technology not yet
sold or transferred to Chinese partners.' Under the rubric of its Open Power initiative, IBM also
supported the formation of ‘China POWER Technology Alliance’ (CPTA/POWER i A 77 Mk A= 25 BE ) with
national-, provincial-, and local-level government organizations in China, with the specific objective of
promoting Chinese companies’ ability to digest and re-innovate IBM technology."" IBM’s strategy has



even extended to the sale of whole product lines to Chinese firms, including its low-end x86 servers to
Lenovo in October 2014.™

Through these partnerships IBM is endangering the national and economic security of the United States
by providing the Chinese government with the means to perfect and innovate these sensitive, high-level
technologies. In addition to risking the cybersecurity of their customers globally and undermining
decades of U.S. non-proliferation policies regarding high-performance computing, IBM’s new China
strategy has three important implications for U.S. technological security and economic competitiveness:

e Threatens U.S. commercial and technological advantages: The transfer of these IBM technologies
threatens key American corporate advantages in this sector, permitting Chinese firms to close the
gap with their foreign competitors and better compete with them globally.

e Compromises U.S. military and government supply chains: The military and state security
connections of IBM’s partners raise serious concerns about supply chain security, especially for U.S.
military and government customers. Security concerns related to this sale have already forced the
U.S. Navy to find new sources for procuring the servers critical to Ballistic Missile Defense upgrades
for the Aegis Combat System .

e Enhances Chinese military technological capabilities: The transfer of these technologies to Chinese
firms will potentially give the People’s Liberation Army and the Chinese defense-industrial base
access to new classes of advanced technologies, and thereby improve the sophistication of Beijing’s
military modernization as it seeks to challenge the U.S. military in the Western Pacific.




Why is IBM Betting Big on China? Motivations and Strategy

For some time IBM’s back has been against the wall. Its revenues are declining, its business model is
broken, and it has used debt to finance share buybacks. When Ginni Rometty took the helm IBM in
2012, she faced a situation verging on desperate, despite IBM's best attempts at financial engineering to
make the company look outwardly sound. The answer for IBM was to abandon the business of selling
technology products—where it was increasingly uncompetitive—in favor of selling the technologies
themselves and services.

e The services market is mature in the United States and other developed countries, so IBM saw China
as its best—or perhaps only—option for growth.

o Asaresult of a focus on its services business, IBM had significant technology it no longer wanted but
which China valued, such as its Power8 microprocessor. The Power8 chip is an advanced technology
leaps and bounds ahead of what China has been able to develop on its own. The chip can power
weapons systems and enable research on advanced military capabilities.

e By transferring this technology and other hardware and software to China, IBM seeks to curry favor
with the Chinese government and its affiliates and to become a go-to provider for technology
services.

Over the past two years, IBM has engaged in a series of transactions with Chinese companies (including
those with deep ties to the Chinese government and military) to support domestic Chinese development
of high performance computing components, among other technologies. Now that Chinese companies
have the blueprints to various IBM technologies, IBM is working with Chinese firms to implement and
commercialize solutions, enabling them to build upon and develop new products that close the
technological gap with the United States.

By providing the Chinese with the means to perfect and innovate these sensitive, high-level technologies
that enhance Chinese military capabilities and monitor Chinese citizens, IBM is endangering the national
and economic security of the United States, risking the cybersecurity of their customers globally, and
undermining decades of U.S. non-proliferation policies regarding high-performance computing.

IBM’s Revenue Decline in China and Open Power to the Rescue

IBM'’s strategy has helped reverse staggering losses in its China operations. Like other foreign
corporations, the Chinese government’s increasing emphasis on rapidly ending dependence on foreign
technology products and providers undermined IBM’s growth prospects. From 2013 to 2014, IBM’s once
robust growth rate in the Chinese market has been turned into a precipitous rout, as indicated in the
chart below.”
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Figure 1: Rate of Change in IBM's China Revenue by Percentage

The Open Power initiative marked a wholesale change in market strategy, and begun to stabilize IBM
revenue from China. In effect, IBM is maintaining and expanding its market access in China by
surrendering much of its proprietary technology to erstwhile Chinese competitors who can placate the
government’s demands vis-a-vis localism and national security. Though IBM formally announced this
strategy in March 2015, the key elements began to take shape much earlier, during the course of 2014.
By the end of 2014, IBM’s revenue numbers have reversed their hemorrhaging trajectory, bottoming out
in the last quarter of 2014 at -1%.*" This stabilization was buoyed in large part by increased server sales
to major banks.

IBM Technology a Shot in the Arm for China’s IT Industry

It is not surprising that Beijing welcomes and encourages IBM’s new strategy, given China’s rapid growth
in the IT industry and technological constraints. Critical sectors of China’s IT industry, including
semiconductor fabrication, software development, and cloud computing are growing rapidly, but still
heavily dependent upon foreign technologies and suppliers.

e Software: Though China’s software sector is large and growing, it still lacks many core
technologies and indigenous high-quality software products. The software sector is expected to
maintain double-digit annual growth in the years ahead, and be worth more than $800 billion in
2017V

e Cloud Computing: A growing majority of small and medium-sized enterprises are increasingly
using cloud services, and state organizations depend upon cloud computing to achieve
mandated e-government capabilities.® The cloud computing sector in China is expected to be
worth more than $55 billion by 2016.%

e Semiconductors: China is the largest consumer of semiconductors (for use both domestically
and in export products), but is heavily reliant on imported integrated circuits (IC).*" Integrated
circuit chip imports reached $231.3 billion in 2014

Currently, the Chinese government is attempting a market-based investment approach focusing on
creating national champions. Multinational corporations, in turn, are choosing to establish design



centers in China to benefit from local talent and achieve closer proximity to customers. The Chinese
government believes that partnering with global leaders in these fields is a means to improve the local
supply chain and talent base, and will likely encourage Chinese companies to pursue mergers and
acquisitions in order to obtain intellectual property and achieve technology transfer.

National IC industry investment funds ([ 28 5 il B4 72\ 4% % 3 45) are a primary vehicle for industry
support and guidance.®™ At the direction of the Chinese government, these funds invest in Chinese
semiconductor companies, some of which then pursue acquisition of foreign semiconductor firms.
Senior Ministry of Industry and Information Technology (MIIT) personnel have taken positions of
leadership at both the national IC industry investment fund itself, and at Chinese semiconductor firms in
which the fund invested.

Chinese concerns over the security of foreign IT products and services adds impetus to these changes.
China’s information technology regulators have become increasingly focused on issues of security and
on fostering the use of domestic products. They are especially concerned with the use of foreign
hardware and technology in such critical sectors as the government, the armed forces, and banking.

Recent measures include a ban on Windows 8 in government offices, programs to encourage the use of
indigenous systems and hardware in government departments, and an intrusive examination of the use
of IBM technology in the banking industry .



IBM Partners in China

IBM engages with numerous Chinese entities through business partnerships and technology sharing
arrangements. According to IBM’s website, the company has 3695 business partners in China, including
service providers with particular skill sets, technology resellers, and consultants with industry
expertise.®™ Many Chinese companies are members of the global Open Power initiative, the objective of
which is to foster the adoption of IBM’s own technologies in order to gain market share.™ Open Power
allows users to use and customize IBM’s POWER architecture, such as Suzhou PowerCore’s customized
products for Chinese servers and end users.®V

The primary purpose of China’s participation in Open Power is the development of indigenous hardware
and software for government, military, commercial, and financial end-users. In October 2014 China
established the China POWER Technology Alliance to help promote IBM POWER technology on the
Chinese market.® The alliance is under the guidance of MIIT,*" and consists of 31 Chinese members as
of March 2015 i

MIIT highlights the alliance as a key development in innovative methods for developing secure and
reliable hardware and software. Partners plan to “digest and absorb” technology in order to foster
innovation, secure IPR, and advance China’s computer chips, servers, and software technology. Citing
national security concerns, PowerCore’s Zhu Yaodong stated that the alliance’s purpose is to bring IBM’s
Power technology to China and develop processor technology that is “controllable.”Vi
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Figure 2: Open Power partners worldwide



IBM Partners and End-Users of Concern

IBM’s leading Chinese partners include the Inspur Group, Beijing Teamsun Technology Co., Ltd, and
Tsinghua Tongfang Co., Ltd. Each of these companies and its subsidiaries are suppliers for the Chinese
military, government, military industry, and security services. ltems include but are not limited to
servers, software middleware platforms, handheld and desktop computers, high-end communications
equipment, and support for the Beidou satellite navigation system. In addition to being Communist
Party members, key executives at these companies also maintain ties of concern to the government and
armed forces. One individual of particular interest is Shen Changxiang:

Shen Changxiang (¥4 & #£)
Key Findings

o Chief Technical Officer for Beijing’s TOP Program, charged with
integrating and re-innovating IBM technology and intellectual property

e Former naval officer and a longtime military researcher, closely
associated with leading state and military research organizations

e Associated with various advisory committees established to guide China’s information and network
security policies

Background

Shen Changxiang (74 5 #£), born 22 August 1940, is the Chief Technical Officer (CTO) for Beijing’s TOP
Program, charged with integrating and re-innovating IBM technology and intellectual property
transferred to Teamsun Technologies. Shen was appointed CTO in December 2014 by the Beijing
Municipal Economic and Informatization Committee.®™ Shen is a former naval officer and a longtime
military researcher, closely associated with leading state and military research organizations dedicated
to information and network security.

Shen is also associated with advisory committees that guide China’s information and network security
policies, and has regularly advocated for the ‘localization’ and ‘nationalization’ of China’s software,
integrated circuit, and cloud computing sectors. He contends that this is a necessity due to the national
security threat inherent in China’s dependence on foreign suppliers.” Shen is also an adjunct professor
at several leading Chinese universities, including the National University of Defense Technology.

Shen’s Military Background

Shen is a former Rear Admiral of the PLA Navy. ™ Early in his career, Shen was a researcher at the
General Staff Department’s 51° Research Institute (GSD 51° Rl), a key military research organization for
computer networks and communications. The 515 Rl is currently the third-largest customer of C*Core, a
chief beneficiary of Shen’s TOP Program.* i Since at least 2004, he has been associated with the PLA
Navy’s Institute of Computing Technology in Beijing, having served as chief engineer and deputy-
director.®V |[n 2005, Shen served as the leader of a 23-member expert group which certified the quality
of a ‘multifunctional support system for missiles’ used by China’s strategic missile forces.*

Shen’s Policy Expert Role

Shen presently serves as an expert advisor to the Communist Party’s Central Leading Group for
Cyberspace Affairs, which oversees the Cyberspace Administration of China.*" He also holds a number
of other prominent advisory positions related to national-level information security policy, including:*i



e Director of the Expert Committee of the National Administration for the Protection of State Secrets
e Director of the Expert Committee of the National Information Security and Protection

o Member of the Consulting Committee for National Informatization Experts

e Advisor to the National Encryption Management Committee

e Expert advisor to the Ministry of Public Security’s Golden Shield Project

e Information Security Adviser to the People's Bank of China

e Information Technology Advisory Committee Member for the State Administration of Taxation

Chinese End-Users of Concern

IBM’s Chinese partner companies have significant — and at times alarming — business interests in the

political and military infrastructure of China. These customers and end-users of concern include:

o People’s Liberation Army (PLA) — The armed forces of the Chinese Communist Party, including
ground forces, navy, air force, and strategic missile forces.

o Chinese Government - Includes local governments and civilian ministries such as the Ministry of
Public Security.

o Military Industry — Encompasses Chinese enterprises developing and producing weapons and
equipment for the PLA.

e Ministry of State Security (MSS) — The external foreign and counterintelligence agency of the PRC.

People’s Liberation Army Government of China
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Figure 3: Relationships between Chinese IBM Partners and Customers of Concern
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Inspur Group (YR 4E F1HG PR A &)

IBM has agreed to provide proprietary database technology and
other software to Inspur and help develop Inspur’s own server
product line. In October 2014, Inspur subsidiary Inspur Electronic

INSPUr &%

Information Industry Co., Ltd. (YR 715 B =LA PR A A])

joined IBM’s China POWER Technology Alliance’,*il obtaining full access to IBM’s Power technology for
the entire Inspur family. Inspur clients include the PLA, defense industries, and public security

organizations.

e The PLA uses Inspur’s desktop computers,™* mobile mapping systems,” communications
systems, geographic information system (GIS) platforms, and database/cloud software.

e Inspur provides comprehensive management systems and technologies to defense industry
clients including the China Academy of Engineering Physics, China Air-to-Air Missile Research
Academy, and factories and research institutes subordinate to China’s aerospace industrial

conglomerates, CASIC and CASC. ™"

e Current Inspur CEO Sun Pishu (Fh A2 1), born 1962, is a member of the National People’s

Congress, China’s national legislative body."

Figure 4: HL3211 hand-held computer, for field use by PLA troops (left); DS3010 desktop computer, for use in PLA
command posts (center); and Truck carrying RM5226 mobile mapping system (right)

Beijing Teamsun Technology Co., Ltd. (At 5 HHE R R I 00 A BR A 7))

In November 2014 IBM signed an MoU with the Beijing City

®

Government and Beijing Teamsun Technology Co., Ltd. (Teamsun) I tAMSUN

to transfer core technology to Teamsun .l Teamsun established

1E 1 X Rt

the TOP Program specifically to facilitate the transfer of IBM
technology and absorb and “re-innovate” it.“"V The program is under
former senior Chinese military cyber expert Dr. Shen Changxiang.

e Teamsun has obtained or stands to obtain: IP rights for POWER

servers, operating systems, middleware, and database

technology;™' IP rights, source code, and technology support for
the IBM Informix Database Software Technology;*"i and source

code/IP usage rights of the IBM WebSphere Application Server

Liberty Base Software and the IBM MQ Middleware Software in

China.xlviii
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e Teamsun clients include the Second Artillery Equipment Academy;"™ the People’s Armed Police;
and the Ministry of Public Security.

e Products and services to these clients include: ad hoc network communications and portable
satellite communications equipment;' computer software;" and information security services. "

e Teamsun subsidiary Beijing TEAMSUN Information Development Technology Co., Ltd. (It 54
R G B AR K JEHBRA ) is a registered military supplier. Its main product listing is the
TS-ARK&AO0800, a very small aperture terminal (VSAT), or two-way satellite ground station.""

Tsinghua Tongfang Co Ltd ([&] 7 B¢ R A #])
Tsinghua University is a member of IBM’s Open Power »

L . . E1L =
community, which allows members to acquire IBM processing ,ﬁ —_4= a
technology. A Tsinghua University company of primary concern is .

Tsinghua Tongfang Co. Ltd, which supplies a vast array of products
and services to the PLA, public security services, and Chinese government."” The company has a strong

focus on civil-military integration technical support systems." It also provides “safe and reliable”
computer hardware to China’s space industry, finance sector, and government agencies.""

TSINGHUA TONGFANG

e Tsinghua Tongfang is a comprehensive supplier of military products and services including but
not limited to: military wireless communications and control equipment;"’iii military building and
informatization support;™ technical surveillance, electronic countermeasures, and satellite
navigation equipment; and naval minesweeper ships and high-speed patrol boats.”

e |n addition to this business relationship with the PLA, key Tsinghua Tongfang leaders have
personal military ties. Yang Zhiming was a former leader at two Chinese military factories,™ and
Zhao Xiaoyan was a former PLA member and graduate of the PLA’s Information Engineering

University.Xi

Suzhou PowerCore (75 M F & 7 05 B RS A TR A
Suzhou PowerCore develops CPUs for Chinese servers based on
IBM’s Power8 processors and POWER architecture i
PowerCore is licensing IBM’s POWER architecture, intellectual
property related to Power 8, and electronic design applications
(EDA) to develop processors for Chinese servers. " The CP1, a
custom Power 8 designed by Suzhou PowerCore, includes a
custom encryption module for the China market, but otherwise
appears to be a straight Power 8 design.™"i

4>|'nwm|:nni

DHDREOEREIRBEIRAS

e According to a PowerCore press release, PowerCore is
collaborating with Tsinghua and the GSD 56™ Research
Institute, the Chinese military’s oldest computer research
institute.>i

v u
" \ =1

Figure 6: The CP1, a custom Power 8
designed by Suzhou PowerCore

e For future products PowerCore plans to “integrate party,
government, and military requirements.”™ii

e Zheng Jiang (¥B7L) is the Chairman of the Board for
PowerCore and C*Core.** Zheng repeatedly calls for “Chinese ICs to have a “China Chip” (H[Eit5)
with its own intellectual property” through the absorption of foreign technology.™
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C*Core (1M ECEHE A PR A )

C*Core is a leading Chinese enterprise for embedded CPU design through

the indigenization of foreign technology, notably Motorola’s M*Core ISA c‘%%c 0 re
and IBM’s PowerPC ISA."™ |n 2010 C*Core received a PowerPC ISA license |  c+core Technology Co.,Ltd.

from IBM, and began developing CPU cores based on PowerPC to license to
customers. >

e According to CEO Zheng Jiang, C*Core and an unidentified research institute collaborated on a
program for the military’s encrypted machinery. They developed a specialized chip for weapons
control based on the C*Core CS310.™V

e According to C*Core’s 2013 audit report, the PLA’s GSD 51 Research Institute, a key military
research organization dealing with computer networks and communications, was C*Core’s third
largest customer with over 4 million RMB in sales—9.19% of C*Core’s total sales for the year.™

e (C*Core developed the C*Core CPU C320 information security chip that will be used in police
encryption, VPN, and USB drives with an unnamed unit of the Ministry of Public Security.™"i
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Implications

IBM’s partnerships in China endanger the national and economic security of the United States by
providing the Chinese government with the means to perfect and innovate sensitive high-level
technologies. Selling not only the products but also the technology and proprietary information for
advanced hardware and software risks the cybersecurity of their customers globally, and undermines
decades of U.S. nonproliferation policies for high-performance computing. This strategy has three
important implications for U.S. technological security and economic competitiveness:

Threatens U.S. commercial and technological advantages

The transfer of this combination of these IBM technologies threatens key American corporate
advantages in IT sectors.

e The full transfer of technologies for chips and servers permits Chinese firms to close the gap
with their foreign competitors and better compete with them globally.

e Teamsun alone has received from IBM proprietary information for advanced technologies such
as POWER servers, operating systems, middleware, database technology, the IBM Informix
Database Software Technology, the IBM WebSphere Application Server Liberty Base Software,
and the IBM MQ Middleware Software in China.

e PowerCore has already developed the CP1, a custom Power 8 design for which the only major
modification is a custom encryption module for the China market.

Compromises U.S. military and government supply chains

The military and state security connections of IBM’s partners raise serious concerns about supply chain
security, especially for U.S. military and government customers.

o The transfer of IBM'’s intellectual property, source code, and proprietary information to Chinese
end-users compromises the integrity of IBM systems used by the U.S. government and military.

e Security concerns related to this sale have already forced the U.S. Navy to find new sources for
procuring servers critical to Ballistic Missile Defense upgrades for the Aegis Combat System.>i

Enhances Chinese military technological capabilities

The transfer of these technologies to Chinese firms will potentially give the People’s Liberation Army
and the Chinese defense-industrial base access to new classes of advanced technologies.

e These technologies can improve the sophistication of Beijing’s military modernization as it seeks
to challenge the U.S. military in the Western Pacific.

e PowerCore and C*Core both receive IBM intellectual property and are collaborating with the
PLA on computer and weapons control technologies.

e Teamsun, Inspur, and Tongfang have deep military and government connections, with
subsidiaries that are registered suppliers to the PLA.

14



Annexes

l. Timeline of IBM in China
October 2010: IBM establishes the POWER Technology Industry Ecology Coalition in order to promote
its POWER chips on the Chinese market.” i |IBM agrees to open up its software and hardware systems
and accept Chinese security investigations.”™>

According to Chinese government, the coalition was a key development in innovative methods for
developing secure and reliable hardware and software, as partners ‘digested and absorbed’ technology
as a means for fostering innovation, securing IPR, and advancing indigenous chips, servers, and
software.

6 August 2013: IBM announces the Open Power initiative to license the core intellectual property for
IBM technologies (including chipsets, servers, operating systems, databases, etc.) to foreign and other
companies for use in designing servers employed in cloud data centers.”™

19 January 2014: IBM identifies a group of seven Chinese partners for building an indigenous Chinese
server technology ecosystem based upon transferred IBM intellectual property.™

22 August 2014: IBM and erstwhile competitor Inspur Group Co., Ltd. form a joint partnership to
combine IBM’s software with Inspur’s hardware and develop server systems attractive to Chinese
customers, especially state-owned enterprises. i

28 October 2014: IBM supports the formation of the China POWER Technology Alliance with MIIT, the
Jiangsu provincial government, and the Suzhou city government. i

3 November 2014: IBM announces transfer of source code and IP usage rights for IBM Informix
database to GBASE, a leading Chinese database software company.™"

11 November 2014: As part of the Open Power initiative, IBM signs an MoU with the Beijing municipal
government and Teamsun Technologies agreeing to transfer core technology to Teamsun and help
develop China’s indigenous high-performance computing technology in order to satisfy China’s domestic
information security needs.™™

13 November 2014: IBM transfers IP rights and technology support for IBM Power Technology to
Teamsun Technologies as per the MoU between Teamsun, IBM, and the Beijing municipal
government.™®vi

19 November 2014: IBM transfers IP rights, source code, and technology support for the IBM Informix
Database Software Technology to Teamsun Technologies as per the MoU.>i

12 December 2014: Shen Changxiang is appointed as CTO of Teamsun Technologies’ integration
program. Shen is Chief Engineer of the PLA Navy’s Computing Institute and the Chief Technology Advisor
to the Second Artillery’s Cyber Assurance Program i

27 January 2015: IBM announces that it will discuss opening the encryption architecture interface for its
high-end z13 mainframe computers to Chinese partners and supporting Chinese encryption algorithms.

15



29 January 2015: An MIIT vice-minister meets with IBM Senior Vice-President Steve Mills, in order to
thank him for IBM’s cooperation with Chinese chip manufacturers and software developers. Mills
pledged that IBM would continue to expand its cooperation.™*

18 March 2015: IBM transfers IP rights, source code, and technology support for the IBM WebSphere
Application Server Liberty Core software and the IBM MQ Middleware software as part of the Open
Power initiative, as per the MoU between IBM and Teamsun.*®

18 March 2015: IBM’s Open Power Conference features several Chinese ‘indigenous alterations’ of
products in its Power semiconductor line.x
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Il. China’s Market and Regulations for Integrated Circuits (ICs)

China’s IT Industry

Critical sectors of China’s IT industry, including semiconductor fabrication, software
development, and cloud computing are growing rapidly, but still heavily dependent upon
foreign technologies and suppliers.

Software

Though China’s software sector is large and growing, employing more than one million workers,
it still lacks many core technologies and indigenous high-quality software products.

Until recently, foreign suppliers have especially dominated the high end of the software
product spectrum, including application software and enterprise management systems.

The software sector is expected to maintain double-digit annual growth in the years ahead, and
be worth more than $800 billion in 2017t

Cloud Computing

The rapidly growing cloud computing sector is of paramount importance to both small- and
medium-sized enterprises (60% of which were using cloud services in 2014*°) and state
organizations which depend upon cloud computing to achieve mandated e-government
capabilities. Vv

The cloud computing sector in China is expected to be worth more than $55 billion by 2016.%
The Chinese government intends the sector to be a key pillar of the domestic IT industry.x"

Semiconductors

China is the largest consumer of semiconductors (for use both domestically and in export
products), but is heavily reliant on imported integrated circuits (1C).*" Integrated circuit chip
imports reached $231.3 billion in 2014 xVii

Previous government efforts to stimulate the growth of a strong indigenous semiconductor
industry largely failed due to fragmented investments, spread across hundreds of sites and
dozens of provinces.

Industry Development

Currently, the Chinese government is attempting a market-based investment approach focusing
on creating national champions. Multinational corporations, in turn, are choosing to establish
design centers in China to benefit from local talent and achieve closer proximity to customers.

The government believes that partnering with global leaders in these fields is a means to
improve the local supply chain and talent base, and will likely encourage Chinese companies to
pursue mergers and acquisitions in order to obtain intellectual property and achieve technology
transfer.xcx
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National IC industry investment funds will be a primary vehicle for industry support.© Local
industry funds have also been established in the cities of Beijing, Shanghai, Wuhan and Hefei.
Total government funds are estimated to reach US$100 billion.©

Regulatory Environment

China has multiple regulatory organizations focused on information technology and security.
Information technology regulations have become increasingly focused on issues of security and on
fostering the use of domestic products. Chinese regulators are especially concerned with the use of
foreign hardware and technology in such critical sectors as the government, the armed forces, and
banking.

Information Technology Regulators

Since 2013, the regulatory environment for information technology in China has changed considerably,
with an increasing emphasis on the use of regulations to rapidly foster the widespread of adoption and
use of Chinese-made equipment and software.

Regulation of the information technology market in China rests in the hands of a number of
organizations, which between them make policy and devise technical standards. The most recent senior
group is the Communist Party’s Central Leading Group for Cyberspace Affairs (7 0 % 4% 224> #1155 B AL,
215 /NH), headed by Xi Jinping. Others include:

e the National Administration for the Preservation of State Secrets ([EZK{#% /)

e the National Information Security Standardization Technical Committee (4=E{Z & 2 &hrEAb AR
L)

e the Integrated Circuit Office within MIIT’s Electronic Information Department (T MV F1{E B AL AR 1 £
J%HL i AL)

While each of the organizations regulating the Chinese IT market have their own regulatory role, the
Ministry of Industry and Information Technology has been the most visibly active in issuing policies
dealing with the security and reliability of information technology.“' According to MIIT Vice-Minister
Yang Xueshan, China’s semiconductor industry does not adequately support the country’s information
security and national defense building needs. "

e Announced in June 2014, the National Guideline for the Development and Promotion of the IC
Industry builds upon previous government regulations meant to address China’s network security
concerns, and aims to overcome weaknesses by encouraging the use of secure hardware and
software across the country.®V

e These regulations have included a ban on the use of Windows 8 in government offices and programs
to encourage the use of indigenous systems and hardware in government departments.

e  MIIT policies have also emphasized the primary importance of national security and marketplace
potential in technology development and seek to promote indigenous development utilizing foreign
resources and international cooperation.c"i

e The new policy will be implemented through national IC industry investment funds to support the
development of a strong domestic semiconductor industry.®"
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Regulators responsible for specific sectors of the economy (most prominently banking and finance) have
also involved themselves in the regulation of information technology and information security within
their given sectors.

In the case of the banking industry, during 2014 the China Banking Regulatory Commission, the
National Development and Reform Commission, MIIT, the People’s Bank of China, and the Ministry
of Finance reportedly assessed whether IBM technology in China’s banking sector represented a
threat to the nation’s financial security.c"iii In 2014, some 90% of the Chinese banking industry’s
core systems were reportedly IBM products.

The agencies also directed banks to conduct feasibility trials for replacing IBM servers with domestic
substitutes.”

Such regulations in the banking sector have been opposed by Western technology companies, which
would be required to turn over source code, submit to invasive audits, and allow backdoors into
hardware and software.™

Although new information technology regulations were suspended in April 2015, in August 2015
representatives from Western technology companies were advised that their opinions were being

sought for revised regulations.>"

Even if rules are relaxed, Chinese banks could still be discouraged from purchasing foreign equipment
through less official means.®*V
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1. China’s National IC Industry Investment Fund
Key Findings:

e At the direction of the Chinese government, China’s national IC industry investment fund
(R &S s = % %5 36 42) is investing in Chinese semiconductor companies, some of
which then pursue acquisition of foreign semiconductor firms.

e Senior MIIT personnel have taken positions of leadership at both the national IC industry
investment fund itself, and at Chinese semiconductor firms that were invested in by the
fund shortly after leaving their ministry posts.

Background:

Under the guidance of MIIT and the Ministry of Finance, China’s national IC industry investment
fund was officially kicked off in September 2014. The stated purpose is to act as an investment
vehicle for the IC industry, specifically for supporting computer chip design, IC component
packaging and testing, increasing the industry’s production capacity, and facilitating a self-
development capacity. MIIT states that the fund is operated in line with market economy rules
and was formed as a company.®¥

The national investment fund is believed to amount to CNY 136 billion ($21.32 billion), and
utilizes direct equity investments.®" In addition to supporting China’s local industry, the fund
seems to have helped finance the recent pursuit of foreign acquisitions by Chinese
semiconductor firms, with the goal of more rapid technological advancement.®Vi

National IC Industry Investment Fund Leadership

Ding Wenwu: MIIT announced on February 6 2015 that on November 18 2014, the
director of MIIT’s Electronic Information Department, Ding Wenwu (] 3Z ), was
replaced by Diao Shijing in his position.®vil On November 24 2014, Ding Wenwu
reportedly attended a Summitview Capital (FL5 1% % ZX) ceremony as both the CEO of
the national IC industry investment fund.®™* Ding is currently still the CEO of the national
IC industry investment fund.®™*

Wang Zhanfu: MIIT announced on February 6 2015 that on November 18 2014, director
of MIIT’s Financial Affairs Office, Wang Zhanfu (F (5 Fi), was replaced by Wang Xinzhe
in his position.® Wang Zhanfu is now the chairman of the board of the national IC
industry investment fund.o

Investments of Note by the National IC Industry Investment Fund:

On 14 February 2015, Tsinghua Unigroup (% /¢4 [4]) was awarded over $1.5 billion from the
national investment fund.®i Since July 2015, Tsinghua Unigroup has reportedly been pursuing
a takeover bid for US Chip producer Micron Technology Inc. The potential deal has come under
U.S. scrutiny given the use of Micron chips in U.S. weapons systems.*V Tsinghua Unigroup is
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part of the same Tsinghua University family as Tsinghua Tongfang, which has strong ties and
clients with the People’s Liberation Army (PLA) and Chinese government.

In February 2015, Semiconductor Manufacturing International Corporation (SMIC / H:t5 [E FrE
FHAL 32 1) 385 5 B 22 /1), China’s biggest and most advanced semiconductor foundry, was
awarded an investment of $400 million by the national IC industry investment fund.®* On 6
March 2015 it was announced that Dr. Zhou Zixue, chief economist of MIIT as late as February
2015, was appointed chairman of SMIC.oVi

The national investment fund is supplemented with local city funds:

Beijing’s IC industry fund operates using sub-funds, including Hua Capital Management
(At 5 O AR & H AT B A 7]).o%i Currently headed by Zhang Xisheng, Hua
Capital was established by MIIT, the National Development and Reform Commission (%
KR JEM BT 71 4), and the Beijing City government. o

e In April 2015 Omnivision Technologies Inc., a U.S. digital imaging chipmaker,
agreed to a $1.9 billion takeover by: Hua Capital; CITIC Capital Holdings, a
subsidiary of the Ministry of Finance-owned CITIC Group;“** and Gold Stone
Investment Co, a holding of CITIC Group’s CITIC Securities Company Ltd.o

Shanghai’s city fund is named Shanghai Summitview Capital (i 15 75 A, ool

e Summitview Capital is leading a consortium of Chinese investors named Uphill
Investment Co. in the drive to acquire Integrated Silicon Solution Inc. (ISSI).ooil
ISSI is a designer of high performance integrated circuits, and the deal is in the
final review of the Committee on Foreign Investment in the United States
(CFIUS),oxxiv
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V. IBM Partner of Concern: Inspur Group

Inspur Group (TR B IR A ) inspur SRR

Key Findings

e |BM has agreed to provide proprietary database technology and other software to Inspur and
help develop Inspur’s own server product line.

e Inspur provides servers, management systems, and other products to the armed forces, the
defense industry, and public security organizations.

e Inspur’s software subsidiary (Inspur Software Co., Ltd. / TR # 454 PR A 1) is currently
listed as a sanctioned supplier for government use by the National Administration for the
Protection of State Secrets.”™

Company Profile

Overview e Leading supplier of servers, cloud computing, and database software to military,
defense industrial, government, and financial sector end users.

e During 2014, Inspur participated in a pilot program in the city of Siping to test the
transition of an entire city administration to solely Chinese servers and
software.o®

IBM e In August 2014, IBM agreed to provide Inspur with DB2 database and WebSphere
Partnership application server software middleware platforms to support Inspur’s own
Tiansuo K1 mainframe system o

e In October 2014, IBM pledged to support the continued development of Inspur’s
K1 mainframe i

e Also in October 2014, an Inspur subsidiary (Inspur Electronic Information Industry
Co., Ltd. / JR#I FET15 572\ A FR A 7]) joined IBM’s China POWER Technology
Alliance,®x

e These decisions came in the wake of the ‘IBM to Inspur’ (121) market strategy
inaugurated by Inspur in early 2014.%

o This strategy sought to rapidly reduce IBM’s share in the China server
market by leveraging increasing concerns over the security of foreign
servers and other systems.

o Inspur also actively recruited IBM China personnel, eventually poaching
more than 80 employees during 2014.

Customers of Military:
Concern e PLA command posts are procuring Inspur’s Feilong DS3010 desktop computer as
an indigenous system less vulnerable to foreign exploitation.®!

e The PLA’s first ruggedized handheld computer (the Feilong HL3211).%

o The HL3211 was considered suitable for military service because it used
domestic processors and domestic software.

e Inspur’s Jingang RM5226 truck-mounted mobile mapping system. i

e Other products for the PLA include:

o A message-handling middleware for communications systems

o Two- and three-dimensional GIS platforms for use in the field

o Database and cloud management software
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Government

e Inspur’s SSR servers are widely used by government departments, military
industrial units, and major industries.

e Inspur provides technology solutions to the public security organizations of more
than 20 provinces and cities.®"

Ministry of State Security
e Reported to provide information security and emergency services for MSS and
the Office of Security Commercial Code Administration (OSCCA).*

Defense Industry:
e Inspur provides comprehensive management systems and technologies to a wide
range of customers in the Chinese defense industrial sector, including:*"
o China Academy of Engineering Physics, engaged in nuclear weapons
research and design
o China Air-to-Air Missile Research Academy
o Factories and research institutes belonging to ten research academies
under the Aviation Industry Corporation of China (AVIC)
o Factories and research institutes belonging to twelve research institutes
within China’s aerospace industrial conglomerates (CASIC and CASC)
e Inspur’s predecessor, the Shandong Electronic Equipment Factory, originally
produced transistors and other electronics used in China’s first satellite.*"i

Politicalor e Current Inspur CEO Sun Pishu (fi21), born 1962, is a member of the National
Government People’s Congress, China’s national legislative body.
Connections o Asan NPC member, Sun has argued for legislation to foster the use of
information technology in government and administration.®il
o He has also argued for legislation mandating strengthened cyber security
measures, including a network security auditing system.®™
o Simultaneously serves as Secretary of Inspur’s Communist Party
organization.
Key Products

Figure 7: HL3211 hand-held computer, for field use by PLA troops (left); DS3010 desktop computer, for use in PLA command
posts (center); and Truck carrying RM5226 mobile mapping system (right)
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Key Inspur Subsidiaries

Inspur Software Co., Ltd. (REI XA R AF])

e Currently listed as a sanctioned supplier for government use by the National Administration for the
Protection of State Secrets."

Inspur Electronic Information Industry Co. Ltd. (JR#E T BB B A R A F)

e Represents Inspur within IBM’s China POWER Technology Alliance’.“"

e Engaged in a nationally-funded research project on critical technologies and systems for big data
computing. Consortium includes National University of Defense Technology.“

e Organizational member of the National Information Security Standardization Technical Committee

(A5 B B A bR AR TR 5 ).

Inspur Communication Information Systems Co. Ltd. (JREEEE B RAF R A F])
e Offers consulting, systems integration, and systems management services.®"

Inspur General Software Co. Ltd. (YRE @ HK4ERAF)

e Designated as ‘key software enterprise’ by the State Planning Bureau for 10+ years.Vi

Inspur Beijing Electronic Information Industry Co. Ltd. (JREIdb X -7 B2 AR A )
e Primary focus is high-end servers and big data storage equipment.

e QOperates Inspur’s dedicated State Key Laboratory.

Other subsidiaries:*"i

e Inspur Shandong Electronic Information Co. Ltd. (YR 111 4 5 T8 E A R A #)

e Shandong Inspur Commercial Systems Co. Ltd. (L & IR F R G A PR AF])

e Ji’nan Inspur Systems Software Co. Ltd. (5 Fg 1R R St A TR A 7))

e Shandong Inspur Jinrong Software Information Co. Ltd. (1L Z /R & A 415 A TR A7)
e Shandong Chaoyue Shukong Electronics Co. Ltd. (1L 4<#8E%04% T PR A )

e Ji'nan Dongfang Joint S&T Development Co. Ltd. (5558 %< J7 BES BHE R B A PR A 7))

e Inspur Shike Shandong Information Technology co. Ltd. (YR H R} L 45 B3 ARH R A F])
e Ji’nan Inspur Mingda Information S&T Co. Ltd. (5f B3R 4 1A1E SR A R A )
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V. IBM Partner of Concern: Beijing Teamsun Technology Co., Ltd.

Beijing Teamsun Technology Co., Ltd. (It B4R REH BB R A F) 1€AMSU|\I -

Key Findings

1E X Rt

e |BM has agreed to transfer to Beijing Teamsun Technology Co., Ltd. (Teamsun) the IP rights for
POWER Servers, operating systems, middleware, and database technology.

e Teamsun has acquired (or will acquire) source code and IP usage rights for IBM WebSphere
Application Server Liberty Base Software and the IBM MQ Middleware Software.

e Teamsun has established the TOP Program to absorb and re-innovate IBM technology. The TOP
Program’s head is a senior cyber security expert with the Chinese armed military.

Company Profile

Overview .

IBM .
Partnership

Leading provider of IT products and services for telecommunications, finance,
education, manufacturing, energy, government, and military clients.™"
In November 2014 IBM signed an MoU with the Beijing City Government and
Teamsun to transfer core technology to Teamsun and help develop China’s own
high performance computing technology based on Power Architecture.®*
Has acquired or will obtain:
o IP rights for POWER servers, operating systems, middleware, and
database technology.®*
o IP rights, source code, and technology support for the IBM Informix
Database Software Technology.®™
o Source code, and IP usage rights of the IBM WebSphere Application
Server Liberty Base Software and the IBM MQ Middleware Software in
China,
Is one of seven Chinese members of alliance to license IBM's POWER architecture,
intellectual property related to POWERS, and chip design tools to develop and
market processors for servers in China, ™
Teamsun established the TOP Program specifically to absorb and re-innovate
technology transferred by IBM, and appointed Dr. Shen Changxiang as its CTO.
Official IBM partner via IBM’s website. ™V

Customers of = Military:

Concern °

Teamsun’s own 2011-2012 prospectus claims successful cases for a variety of
customers including the Chinese military.®

Claims that its cloud computing services will support the rapid development of
national and military broadband wireless communication technologies.®"
Names as client the Second Artillery Equipment Academy ( - #13& & W 7 Fx),
which provides materials and technologies for China’s strategic missile force. ™"

Government:

Investor website noted in July 2014 that after the PLA established a network
security strategy center, Teamsun stock immediately soared to a new high.ci
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Key Personnel

Shen Changxiang

Chief Technical Officer for Beijing’s TOP Program, charged with integrating
and re-innovating IBM technology and intellectual property.

Former naval officer and a longtime military researcher, closely associated
with leading state and military research organizations.

Associated with various advisory committees to guide China’s information
and network security policies.

Regularly advocates for the ‘localization’ and ‘nationalization’ of China’s
software, integrated circuit, and cloud computing sectors.

No Image
Available

Su Gang (7 4)

From 2004 to 2009, Su was Teamsun’s largest shareholder.®* In 2010 he
was acting director of Teamsun, and currently holds 17,500,000 RMB of
registered capital in the company. ¢

Su is a Party member and engineer who received his bachelor’s degree in
data communications from what is now the PLA Information Engineering
University. i

Su currently teaches personnel and manages work station sales at the
Sixth Research Institute (RI) of the defense-focused China Electronics
Corporation (CEC), a “key state-owned conglomerate directly under the
administration [of the] central government, and the largest IT company in
China.ﬂclxxiii clxxiv

No Image
Available

Wang Weihang (E i)

CEO of Teamsun and Party member.®"
Also works at CEC’s Sixth RI.
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Beijing TEAMSUN Information Development Technology Co., Ltd.
Beijing TEAMSUN Information Development Technology Co., Ltd.

(ERERR RS BHARBHRA ) Bl £IER | e
Key Findings

e Beijing Teamsun Information Development Technology Co., Ltd (aka Teamsun Info)

e Registered supplier for Chinese military end users, offering computer, software, network
communication, and satellite application products.

e PLA has likely used the company’s satellite communications equipment since at least 2010.

Company Profile
Overview

Customers of
Concern

Key Products

Teamsun Info is a Teamsun subsidiary focusing on broadband mobile
communications technology.

Primary products are ad hoc network communications and portable satellite
communications equipment.®¥

According to Teamsun Info’s website, clients include the military, the People’s
Armed Police, and the Ministry of Public Security.>#

Military:

Registered supplier for Chinese military end-users, offering computer,
software, network communication, and satellite application products.
In 2010 the PLA’s General Staff Headquarters issued the company a “National
Defense Communications Network Equipment and Materials Network Access
Permit,” permitting the equipment’s use in PLA units, >

chxviii

Government:

Registered supplier on Chinese government procurement website. ™

The company’s main product listing is the TS-ARK&A0800, a very small aperture terminal (VSAT), or two-
way satellite ground station.™ The system reportedly has five technologies with defense patents, and

clients include military end-users for emergency communications.

Figure 8: TS-ARK&A0800 VSAT
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Other Key Teamsun Subsidiaries
Teamsun Software Technology Company (b 5 # R B4R AR B FRA F)

e Fully-owned Teamsun subsidiary established in 2005 whose scope of business includes technology
development, consulting, and services; computer technology training; computer systems
integration; sales computer software, hardware, and related equipment and communications
equipment, o

e In 2013 the National Administration for the Protection of State Secrets included Teamsun Software
Technology in its Catalogue of High Quality Confidential Information Systems (%5 B R G5 i %
Jii H 2l H %), indicating that the company’s systems are likely sanctioned for government use. <

The certification is valid through 2016.
Shenzhen Teamsun Information Technology Co., Ltd. (R {EEREME ERAFRAFE)

e Fully-owned Teamsun subsidiary for technology development, consultation, services, and training;
integrates communications software and systems; sells its own products, computer software, and
external equipment and communication equipment; e-commerce services.*V

Nanjing Teamsun Information Technology Co Ltd. (F8 4R EE BEARE RAF)

e Provides systems integration, software development and production, technological services, and
consulting services.®

e Services extend to cloud computing, mobile networks, internet, information security, and other
fields. Provides IT system services, develops application software, and other IT services.®™

e IBM partner as developer and reseller. Industries listed on IBM website include “Aerospace &
Defense” and “Government, Central/Federal”.c®i

e Takes raising IT core capabilities of industry and government clients as its mission.” i

Teamsun Technology Pakistan (Pvt) Ltd. (E2ZEH73H /pEE4b)

e |BM lists Teamsun Technology Pakistan as an international business partner in Pakistan.

e Teamsun Technology Pakistan offers IBM Cognos, IBM InfoSphere, and IM Data Management
through the IBM Business Analytics.®¢

e Supports technical and security measures by Zong (China Mobile Pakistan) and Symantec.>

Teamsun Technology (HK) Ltd. (F¥#7p3AL / R R BB ()G R A )
e In 2009 Teamsun Hong Kong acquired a controlling interest in Automated Systems Holdings, the
leading information technology services provider to the Hong Kong government.®\

Guangzhou Automated Systems Limited (| M EXEEBREE ESiidzi s Ss==z=

fRATE])

e Licensed to develop computer technology and provide technological services; software
development; data management and storage services; information systems integration services;

information technology consulting services; electronics distribution; technology and goods import
and export.

Taiwan Automated Systems Limited (& R E ZEE AR A RAF)
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VI. IBM Partner of Concern: Tsinghua Tongfang Co Ltd E‘h

Tsinghua Tongfang Co Ltd (R 5 2B FR A F])

Key Findings

. TSINGHUA TONGFANG

e Tsinghua University is a member of IBM’s Open Power community, which allows members to
acquire IBM processing technology.

e Tsinghua University has a number of subsidiary companies under Tsinghua Tongfang Co. Ltd, which
supply a vast array of products and services to the PLA.
e Key Tsinghua Tongfang leaders Yang Zhiming and Zhao Xiaoyan have strong military connections.

Company Profile

Overview

IBM Partnership

Customers of
Concern

Political or
Government
Connections
Other

Key Personnel

Tsinghua Tongfang, a holding of Tsinghua University, provides an array of
services to China’s public security, government, finance, and military
establishments, <t

Has a strong focus on civil-military integration technical support systems.'
Tsinghua University is a member of IBM’s Open Power initiative,”™" which

will transfer IBM processing technology to Open Power members.

Military:

Tongfang’s 2014 annual report notes that the January 2015 National Security
Strategy Guideline (Bl X 2 2 A BENZ) prioritizes security for military

industrial sectors, and “provides ample market space.” Tongfang writes that it
has supported the PLA’s “three-step” modernization strategy of
mechanization to informatization. "

Supplies key industries with command equipment, high-end communications
equipment, Beidou satellite navigation systems, and ship manufacturing.

cxcviil

Comprehensive supplier of military wireless communications, navigation, and

control equipment.

Provides “safe and reliable” computer hardware to China’s space industry,
finance sector, and government agencies.*

Yang Zhiming (# & BH) — Manager of military business profile
e Held leadership positions at the formerly state-operated 4321
military factory (now Jiangxi Liansheng Electronic Co. Ltd) that
is currently the military’s number one source for aluminium
electrolytic capacitor research and production.*
e Jiangxi Liansheng Electronic Co. Ltd contributes to China’s
“Assassin’s Mace” hardware, including Dongfeng ballistic
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missiles, Long March rockets, radars, submarines, and manned
space flight systems.

e Formerly the director of the 713 military factory,*" which was
acquired by Tongfang in 1998 and renamed Tongfang Electronic
Science and Technology Co., LTD.“V He continues to supervise
the organization as an executive at Tsinghua Tongfang, and also
supervises Tongfang Industrial Co., Ltd.*

Zhao Xiaoyan (&XB2’%) - General Manager of Beijing Tongfang Time

Link.

e Zhao studied 4 years at the PLA’s Information Engineering College,
the predecessor to today’s PLA Information Engineering University,
specializing in computer science. He served two years in the
military.®

e Leads Tongfang Timelink under the motto, “Science and technology
services to the military industry, products that connect the mission”

(RHAEIRSS T, 7= S fl ).

Key Tsinghua Tongfang Subsidiaries
Beijing Tongfang Time Link Electronic Co., Ltd. (AL [F & i B TH R A )

e Formed in 2004 to support China’s military building and informatization. "
e Specializes in information systems, automated identification and logistics information,
intelligence systems, material storage and transportation monitoring products.®*

Tongfang Electronic Science and Technology Co., Ltd. ([E 5 HFREEFRAH)

e Registered on China’s military procurement website as a provider of equipment related to a
range of needs including communications, technical surveillance, electronic countermeasures,
satellite navigation, intelligence, command and control, radar, UAVs, and computer and
software equipment.

Tongfang Industrial Co. Ltd. (&5 TIVLEFRAF)

e Provides the military with services related to civil-
military integration (CMI) technical support, and
provides services on the Beidou Navigation Satellite
System.“® Naval products include minesweeper
ships and high-speed patrol boats.c

Figure 9: Tongfang Industrial’s fast patrol boat
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VII. IBM Partner of Concern: PowerCore
PowerCore (H M RESEBREFRAR) anE nl:nni
Key Findings nHDREIDIERIEHIXBIRAS

e Develops CPUs for Chinese servers based on IBM’s Power8 processors and POWER architecture.
e Collaborating with Tsinghua and the military’s GSD 56" Research Institute.
e Plans to “integrate party, government, and military requirements” for future products.

Company Profile
Overview e Founded in 2013 to develop CPUs for Chinese servers based on IBM’s Power8
processors and POWER architecture.
e Initial target markets for these PowerCore processors are in banking,
communications, retail, and transportation.
IBM e InlJanuary 2014 IBM, Suzhou PowerCore and the Research Institute of Jiangsu
Partnership Industrial Technology announced they would join the OpenPOWER Foundation.
e Suzhou PowerCore is licensing IBM’s POWER architecture, intellectual property
related to Power 8, and electronic design applications (EDA) to develop
processors for Chinese servers,“ii cov
e The CP1, a custom Power 8 designed by Suzhou PowerCore, includes a custom
encryption module for the China market, but otherwise appears to be a straight
Power 8 design.®™
Customers of e According to a PowerCore press release, the company is collaborating with
Concern Tsinghua and the GSD 56™ Research Institute, the Chinese military’s oldest
computer research institute.*v
e For future products plans to “integrate party, government, and military
requirements.” i
Political or | e In at least two meetings, representatives of the Jiangsu Department of Science
Government and Technology told Chairman Zheng Jiang to accelerate the absorption and
Connections application of IBM technology for Chinese server CPUs,®

Key Products

Figure 10: The CP1, a custom Power 8 designed by Suzhou PowerCore
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Key Personnel

Zheng Jiang (FF7L) — Chairman of the Board for PowerCore and C*Core.c**

e Led design of integrated circuits with Motorola’s China operations
before becoming C*Core chairman and promoting Chinese industry’s
adoption of M*Core technology.*

e Stated he “wants for Chinese ICs to have a “China Chip” (H [E:t5) with
its own intellectual property.”c

Timeline of IBM and Suzhou PowerCore Partnership?

The IBM partnership with Suzhou PowerCore and its decision to transfer critical Power chipset
technology to the firm was brokered over a series of intensive meetings. In attendance were senior IBM
company management, including the Company CEO, and leaders or representatives from the Chinese
Communist Party, the Ministry of Industry & Information Technology (MIIT), and the local Suzhou
Municipal Government:

13 January 2014: IBM Greater China President Qian Daqun meets with MIIT Vice-Minister to discuss
“how to launch cooperation.”

21 January 2014: IBM Global VP meets with Jiangsu Provincial officials, Suzhou Unisource Technology
Institute, and the Suzhou Hi-Tech Zone Management Bureau to jointly form the “Suzhou PowerCore
Company.”

14 February 2014: I1BM CEO Ginni Rommety meets with MIIT Minister Miao Wei to discuss “chipset
technology cooperation.” In the meeting, Minister Miao Wei noted that discussions between IBM and
MIIT began in March of 2013.

8 August 2014: IBM Greater China President Qian Daqun meets with MIIT Vice-Minister to discuss
“greater cooperation with Chinese industry.”

28 October 2014: IBM and Chinese Government jointly launch the “China POWER Technology Alliance’”
in Suzhou. The meeting was attended by MIIT Vice-Minister, Suzhou Mayer, Jiangsu Vice-Governor, and
key senior officials.

12 November 2014: IBM CEO Ginni Rommety meets with Vice Premier and Politburo Member MA Kai to
discuss cooperation regarding integrated circuits development.

Suzhou PowerCore’s founding shareholders include

e Jiangsu Menglan Conglomerate Co. (VL5 % *~ 4[4 R /2 F]), which also owns Menglan
Longxin, which partners with the China Academy of Sciences to commercialize the Longxin CPU
technology.

e Suzhou High-tech Venture Capital Group Co., Ltd., (751 =187 81\ #% %5 42 B A R 23 7)), which is
directly owned by the Suzhou Provincial Government.

! Based on interview with industry expert.
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VIII.  IBM Partner of Concern: C*Core

C*Core (FMEBRBARA) C*Core

Key Findings

C*Core Technology Co.,Ltd.

e Leading enterprise for embedded CPU design and application in Chinese technology.

e Developed series of CPU cores based on IBM’s PowerPC ISA and Motorola’s M*Core ISA.

e Collaborated with unidentified military research institutes to develop weapon control systems.
e  With Ministry of Public Security developed a chip for encryption, VPN, and USB drives.

Company Profile
Overview °

IBM °
Partnership

C*Core is a leading enterprise for embedded CPU design and application in
Chinese technology.

Founded in 2001 with support from the Ministry of Information Industry of China
to support the transfer of Motorola’s 32-bit RISC CPU, M*Core, to China.®
Developed series of CPU cores based on IBM’s PowerPC ISA and Motorola’s
M*Core ISA.

Clients are in industries including information security, digital media, data
storage, office automation, satellite navigation, communications, industrial
controls, public security, and national defense among others.™

In 2010 C*Core received a PowerPC ISA license from IBM, and began developing
CPU cores based on PowerPC to license to customers.®™

In July 2013 CETC Vice-Chairman Zhang Dongchen said CETC is paying close
attention to the program, and said PowerPC is the direction of China’s silicon-
based semiconductor industry.“

Customers of = Military

Concern °

According to Zheng Jiang, C*Core and an unidentified research institute
collaborated on a program for the military’s encrypted machinery. They
developed a specialized chip for weapons control based on the C*Core C5310.5i
According to C*Core’s 2013 audit report, the PLA’s GSD 51 Research Institute, a
key military research organization dealing with computer networks and
communications, was C*Core’s third largest customer with over 4 million RMB in
sales or 9.19% of C*Core’s total.™""

Government

C*Core with an unnamed unit of the Ministry of Public Security developed the
C*Core CPU C320 information security chip that will be used in police encryption,
VPN, and USB drives.cVi
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Figure 11: Roadmap of C*Core CPU development based on Motorola and IBM designs

Key Personnel

Zheng Jiang (¥F7L) — Chairman of the Board for C*Core and PowerCore.

e Led design of integrated circuits with Motorola’s China operations
before becoming C*Core chairman and promoting Chinese industry’s
adoption of M*Core technology.**

e Stated he “wants for Chinese ICs to have a “China Chip” (9 [E:t5) with

its own intellectual property.” <
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